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The Digital Age
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The digital economy is transforming traditional industries, reshaping business models and
driving innovation. Important questions are being raised about the responsible use,
accountability, governance and stewardship of data and digital technologies, including how to
manage the spillover effects on privacy, individual’s rights, children mental health and
democracy.

Spillover effects are the indirect consequences that arise from a specific event or
development, often affecting areas beyond the original scope. In the context of data and digital
technologies, this could refer to the unexpected or secondary impacts that arise when a new
technology or policy is introduced; whether that’s an economic shift, changes in social
behaviour or unforeseen challenges in governance and security.

There is growing recognition that greater use, sharing and re-use of person-level data can
provide significant public benefits. Around the world, many organizations are working on ways
to increase the use, sharing and reuse of person-level data for research, evaluation, planning
and innovation.
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Governance and Stewardship

Understanding Its Significance in the Digital Era

e
ml

With increasing reliance on digital systems and
data in nearly every aspect of modern life and
public perspection, the need for strong digital

governance has never been greater.

As a discipline, digital governance establishes
the processes, policies, standards,
accountability and stewardship needed to
manage effective and efficient use of data and
technology across organizations and society.
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How do you feel?

I’'m much more comfortable sharing my personal data today than 5 years ago?
O Strongly agree
O Agree
[ Neither
(] Disagree
U Strongly disagree

| would allow the sharing of my personal data to shorten healthcare wait times?
O Strongly agree
[l Agree
O Neither
() Disagree
O Strongly disagree

* In your opinion, who benefits most from personal data sharing?
[ Businesses
L Consumers
U Governments
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Perceptions of Canadians and their Data

Canadian want more control over their data

3 - Strongly agree |4 | 3 - Meither| 2| 1 - S5trongly disagres Agrea (4+3)

My personal financial infarmation is my property in the same way my

autarmabile or clothes are

My personal health information is my property

aften worry abaut having my identity stolen

have had at least one situation where my persanal data was stolen o

misused

| lika tha idea of allowing some of my persenal data to be shared betwean .
-:'r";;El'l:atlT'l'; tio "._:ft discounts and PeErsonalizec F'rl:".:llits and sarvices

‘m much more comfortable shanng my data today than L was free yvears ago

% of respondents

% ~f respondants

sample base: 1,300

04 Pleasze indicate whether you agree or disagres with each of the following statements

2024 Survey Results
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Willingness to Share Data with Organizations

Emergencies ... Health ... purchases Yes | No

Shorter healthcare wait imes 16%
Helping government advance scientific research ““ 18%
Helping government gather intelligence to protect neticnal security ““ 20%
Personalized haalth advice to improve your wellbaing 16%
Helping government imprave the desigr and delvery of social pragrams ““ 18%
Helping water utilities consarve water “ 19%
Free products or serices “ 18%
18%

Driscounted products or seraces “

Exclusie accass to newly launchad products or sernces ' 17%
Personalized advertising 11%
% af respondents
Sample base: 1,300
Q7 Weould you allow organizations to share your personal data in exchange for the following
2024 Survey Results W,
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Businesses Benefit Most from Personal Data Sharing

Canadians are cynical about who benefits the most from data sharing practices in Canada

73%

Businesses

Governments

Corsumers

% of respondents

Sample base: 1,500
Q9 In your opinion, who currently benefits the most from personal data
sharing? (Select only ane)

2024 Survey Results
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Trust in Organizations

Trust dynamics in data sharing ... social media companies, online retailers, tech companies,
and telecom companies the least trusted organizations in Canada.

2 - A great deal of trust | 4 | 3 - Meither | 2| 1 - No trust whatsoever Trust (4+3)

& I
£
-
L
-

Energy companies
::-_'II_I & and Intermesl l;_;_;-ll'l_"';l" 8BS

Telecommunications companie

lechnology compan

[::II\I”'":-I retallers lm
- Pt
social media companies I. Y

I 5 :.ﬁ..

Sample base: 1,200

05 How much trust do you have in each of the fellowing organizations to protect your personal data

2

2024 Survey Results
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Digital Trust

Trusted digital Standards &
ecosystem BIH certifications

Artificial Digital ID

Intelligence & credentials

DATA

* Collection * Usage
* Exchange +* Storage

Cybersecurity

Governance
* People
* Process Trusted digital

* Technologies

organizations
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Trusted Digital Governance

Patient-centric Consumer-
: healthcare directed finance
Automated decision systems :  ENABLES
s >
Digital ID & credentials Safe food Connected
: supplies cities

DATA

Collection Internet of things

Storage

Usage .
Cybersecurity :
Exchange STANDARDS & CERTIFICATION

Other technologies

v v

TRUSTED B TRUSTED
- People .o Technologies -+ Processes -’ DIGITAL HHE DIGITAL
ORGS ECOSYSTEMS

Dod
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What are Digital Governance Standards?

11

Digital governance standards establish accepted practices. They can provide
confidence that technology solutions are responsibly used and developed. They
also stay in step with evolving technology and provide a framework for regulation
and governance that adapt to emerging challenges and opportunities.

They help guide marketplace behaviors, accountability and risks mitigation
associated with digital technologies.

It is important not to conflate standards development with legislation or
regulation. They serve different purposes and have different implications for
both providers of technology and their users.

Standards are not static; they are regularly updated through expert discussions
and agreement.
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| DATA
CAN/DGSI 100-1: DATA CENTRIC SECURITY

CAN/DGSI100-2: THIRD PARTY ACCESS TO DATA

CAN/DGSI 100-4: REMOTE ACCESS INFRASTRUCTURE
CAN/DGSI 100-5: HEALTH DATA & INFORMATION

CAN/DGSI 100-6: GOVERNANCE OF EMPLOYEE INFORMATION
CAN/DGSI 100-7: DATA STEWARDSHIP

CAN/DGSI 100-8: DIGITAL SOVEREIGNTY

CAN/DGSI 100-9: DATA COLLABORATION

| ARTIFICIAL INTELLIGENCE
CAN/DGSI 101: ETHICAL DESIGN AND USE OF Al

DGSI/WA 126: Al FOR FINANCIAL INSTITUTIONS

STANDARDS: DGC-CGN.ORG/STANDARDS/FIND-A-STANDARD

12

| CYBERSECURITY
CAN/DGSI 104: CYBERSECURITY CONTROLS FOR SMEs

CAN/DGSI 112: NOS FOR CYBERSECURITY PROFESSIONALS

| DIGITAL TRUST

CAN/DGSI 103-1: FUNDAMENTALS

DGSI/TS 115: DIGITAL CREDENTIALS AND DIGITAL SERVICES

| INTERNET OF THINGS

CAN/DGSI 105: CYBERSECURITY OF INDUSTRIAL loT

| PRIVACY

CAN/DGSI 109-1: PRIVACY PROFESSIONAL QUALIFICATIONS

CAN/DGSI 109-2: CANADIAN INFORMATION PRIVACY PROTECTION
FRAMEWORK

Dod
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Data Stewardship Standard, CAN/DGSI 100-7

13

This Standard specifies minimum requirements for data institutions to
engage in responsible data stewardship.

This Standard applies to the stewardship, accountability and
management of data whenever a legal entity collects, retains, uses,
destroys, or discloses data with another entity or individual.

Table of Contents:

* Introduction * @Governance

* Normative references » Leadership

e Terms and definitions > Legal

* Bibliography » Accountability

» Management
» Data User Requirements

» Public and Stakeholder Engagement

CAN/DGSI 100-7:2023
NATIONAL STANDARD OF CANADA

Data governance - Part 7: Op ing model for responsible data

stewardship
5.020; 35.030

scc@®cen

Download the Standard

Do
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Examples of Data Stewardship Requirements Adopted by

Health Organizations
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Actionable Intelligence for Social Policy
(AISP) — USA

Centre for Addiction and Mental Health
(CAMH) BrainHealth Databank — Canada

Canadian Partnership for Tomorrow’s
Health (CanPath) — Canada

Canadian Institute for Health
Information (CIHI) — Canada

Canadian Research Data Centre
Network (CRDCN) — Canada

Centre hospitalier universitaire de
Sherbrooke (CHUS) Biobank — Canada

Digital Cardiac Health Platform — Canada
GEMINI - Canada
Hartford Data Collaborative (HDC) — USA

Health Data Research Network Canada
(HDRN Canada) — Canada

Health Intervention and Technology
Assessment Program (HITAP) — Thailand

ICES — Canada

Manitoba Centre for Health Policy
(MCHP)- Canada

National Diabetes Repository of
Diabetes Action Canada — Canada

New Brunswick Institute for Research
Data and Training (NB-IRDT) — Canada

Newfoundland and Labrador Centre for
Health Information (NLCHI) — Canada

Ontario Brain Institute — Canada

Ontario Health Data Platform, Queen’s
University site — Canada

PHEMI — BC Health Innovation Hub —
Canada

Population Data BC (PopData) — Canada

* Primary Care Ontario Practice-based
Learning and Research Network
(POPLAR) — Canada

* Rhode Island Ecosystem — USA

* ThinkData Works - External Data Catalog
— Canada and the UK

Paprica, P. A., Crichlow, M., Curtis Maillet, D. ., Kesselring,
S., Pow, C., Scarnecchia, T. P, Schull, M. J., Cartagena, R.
G., Cumyn, A., Dostmohammad, S., Elliston, K. O.,
Greiver, M., Hawn Nelson, A., Hill, S. L., Isaranuwatchai,
W., Loukipoudis, E., McDonald, J. T., McLaughlin, J. R.,
Rabinowitz, A., Razak, F., Verhulst, S. G., Verma, A. A.,
Victor, J. C., Young, A., Yu, J. and McGrail, K. (2023)
“Essential requirements for the governance and
management of data trusts, data repositories, and other
data collaborations”, International Journal of Population
Data Science, 8(4). doi: 10.23889/ijpds.v8i4.2142.
https://ijpds.org/article/view/2142
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Case Study - ICES

CAN/DGSI 100-7, Clause 4.3.2

* “The data institution shall have appropriate governance that includes the following:
a. stated purpose;
b. accountable governing body, and
c. governance model that is adaptive.”

https://www.ices.on.ca/data-repository-requirements/
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GET INVOLVED

.ORG
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Unlocking Business Value Through Data Spaces:
Insights from Global Practice

Masaru Dobashi, NTT DATA Group

© 2026 NTT DATA Group Corporation

Moving forward
in harmony.



= B (Masaru DOBASHI)

NTT DATA Group | Executive IT Specialist
Visiting Researcher (U. of Tokyo) | Senior Expert (IPA) | IDSA Ambassador

B What I Do
» Leading data space R&D and social implementation at NTT DATA

 Joint research with University of Tokyo on testbed, education & cross-border data exchange

Dataspace
4Health

AlID-Care
Digital Health
Data Space —

Serbia

INFOBANCO
INNOVATRIAL

4

Health

Catena-X
Consulting

DATAA4CIRC

SM4RTENANCE

Chemical
Management
Platform

Battery
tractability

a S
g ==

Industry / Agriculture

Manufacturing

© 2026 NTT DATA Group Corporation

Examples of initiatives of NTT DATA regarding on Data Spaces

FORSAFE

DELPHI
Dataspace
4Mobility

FORESAFE

DS4MOBMODELS

Dataspace
4Finance

Value Exchange

Finance

deployEMDS SAGE

Japan Mobility Environment

Data spaces al Value
Trading
= ®
Mobility Green

Dataspace
4Energy

o

IR

Energy

Dataspace
4Defence

City.ID

Public
Procuremen
t
Data Space

Disaster

Prevention /
Recovery

il

Public

DS4SKILLS

=

Education

TESSERA

o

Security

SPIP DSSC SIMPL  CyclOps

Ouranos

X-Euria Ecosystem oDSs

deployTour

il .'i-.
&7 =i=

e = m— — Y

Media Tourism Cultural Heritage
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Why Data Spaces, Why Now

Al 1s reshaping business systems. The need for trusted, cross-organizational data
flows has shifted from optional to essential.

Al Needs Data Spaces

Al cannot deliver value without trusted data flows. Data spaces

provide the infrastructure for continuous cross-organizational

data exchange.

Human Body

Brain Blood

Processes Supplies

© 2026 NTT DATA Group Corporation

AI-Driven Business

Al Data

Processes Supplies

Beyond Compliance

Compliance alone stalls momentum. Business goals drive

sustainable growth.

Compliance Only

Regulation drives adoption
e.g., EU Data Act mandates

4

No ROI, budget fades

Hard to justify ongoing spend

4

Momentum plateaus

Compliance opens the door — business strategy keeps it open.

+ Business Goals

Add business use cases
e.g., supply chain, cross-co. AI

2

Data space = enabler
Compliance met as byproduct

. 4

Sustainable growth

®) nTTDaTa




Business Goals First, Data Spaces as the Enabler

Data spaces differ from conventional integration—they require designing for shared sovereignty,
federated trust, and network effects across organizations.

Design the Sharing Boundary Overcome Trust Asymmetry Engineer Network Effects
 Unlike internal systems, you don't * Not bilateral API—many-to-many  Scaling + adding users; value must
own the whole picture with unequal trust levels grow with each new participant
* Define data sovereignty » Co-design federated governance so » Expand use cases laterally to create
boundaries: what to share, with all parties participate as equals new participation incentives
whom, under what conditions . e.g. Automotive: every tier « e.g. Ouranos Ecosystem: battery
+ e.g. Manufacturing: share quality contributes unique value; shared rules traceability — CMP — ecosystem
data with Tier-1, but never cost data unlock joint innovation grows

DATA SPACE-SPECIFIC SUCCESS FACTORS

Data sovereignty by design Federated governance Ecosystem network effects

© 2026 NTT DATA Group Corporation 4 @ NTT DaTa



Specification Flexibility and Maximizing Network Effects

Standardization drives trust and scale, yet rapid technological evolution and diverse user needs
demand adaptability. Balancing specification rigor with flexibility is key to maximizing
network effects and long-term user value.

Why Flexibility Matters Example) DS-HLAM: A Mathematical Meta-Model
- Diverse regional implementations coexist w/ Univ. of Tokyo, Koshizuka Lab (arXiv:2509.12210)

IDSA, Gaia-X, Catena-X, ODS each have unique architectures

» Specs must keep pace with technology
Adaptable designs allow incremental adoption of emerging

standards
+ Network effects grow with broader participation
Lower barriers amplify the entire ecosystem

O = Organizations M = Mechanisms
Co. A Co.B Co.C

» A formal abstraction layer over IDS-RAM, Gaia-X, ODS
» Arigorous interoperability analysis tool

D = Data Units S = Social Mechanisms R = Rules

Ref: Dobashi et al., arXiv:2509.12210 (2025)
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Data Spaces Symposium

Accelerating adoption. Increasing impact.




Brazil's Path to




Digital readiness

Connectivity, Access and Use conecta
govb

= 82% of the population has access to the
internet / 70% 5G coverage;

= 3largest markets for digital platforms;

The potential of
structured public data

= 26 million active IoT devices. Gov.br Plataform 169M active accounts
IoT devices per capita, 2023 - Social Security 78.1M taxpayers
CADUnico 94M people
031 0,35 0,35
- 0,19 I_‘ ﬂ H PIX Key 851M

0,12 ,
wis = ]
Brazil Spain Japan France Germany United South

States Korea

Source: IPE Digital (2025)



Generating value
from data

= 70% of industrial data captured in

production is not used,;
= Data remains “siloed”;

o Legal, technical and cultural barriers;

= Data sharing is a potential source of

value extraction and innovation.

clol o
008o7

ool

81603
Advanced
analytics

Basic
analytics

NOVA
INDUSTRIA

Raila

FORTE, TRANSFORMADORA
E SUSTENTAVEL

Inside the factory

&

Mission 4 - Digital
transformation of industry to
increase productivity

Master

Where is
data shared?
ErEy &) @&

Company-wide Cross-company



Data sharing

»

1 Manufacturers Connected machine data
2, Retallers and e-commerce Trends, purchasing patterns
//?7 platforms PRODUCTIVE SECTOR,
: INNOVATION,;
@ Hospitals and health Aggregated health data
services
ECONOMIC
: : DEVELOPMENT.
g& Supplier Tracking the product through
out the value chain
PN _
Bases of Government Public database data



National Data Economy Policy

= Data is the engine of the economy.

= Data sharing is important for productive development and the creation of new products,
processes, services, and markets.

= Legal certainty is a necessary condition for encouraging data sharing.
= Data sharing requires definitions related to:
o Who owns the data?
o How can data be shared 1n a secure and interoperable manner?
o How can we reduce barriers to data access and use, especially for startups?

= Actions to promote data sharing and use are important complementary actions in this
context.

= Jtis imperative to preserve the aspects set forth in other regulations related to data,
such as personal data protection, privacy, intellectual property, etc.
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European Digital Strateqgy

v

;E_ Data Act
. . National Data Economy
> M Digital Decade Strategy B Policy (MDIC)
> f,i Data Governance Act ————
% Cvh v S ISefcurity Net"s"ork andD_ _ ~ National Cybersecurity
BRI s ybersecurity strategy > 1131 I%rrzriatmn ystems Directive > Policy (GSI-PR)
12 . . : .. -
» t¢>-  Digital Services Act Digital platform bills
Digital Decade . (@) Digital Services Package  (regulation of services
Strat ol e . and anti-competitive
rategy &’ Digital Market Act practices)
N @ Al Strategy . g@ Al Regulation . Artificial intelligence
— bills
- & GDPR S
G I : General Data Protection
— =, Digital Privacy —

Law (LGPD)

\ 4

e-Privacy Regulation I



PNED

Axis1
Regulation

Axis 2
Governance

Axis 3

Data sharing
spaces

National Data Economy Policy

Establish measures to enable the expansion of data sharing,
aiming at productive development and the generation of
new products, processes, services, and markets.

Define governance structures for policy implementation.

Encourage the development of data-sharing spaces.



Value Generation from Data

= Increased Productivity and Operational Efficiency:
The PNED aims to expand data sharing throughout the value chain,
automating industrial processes to achieve efficiency gains, aligned with
the NIB's digitalization goal (Mission 4: Industrial digital transformation).

= Innovation Generation and Revenue Growth:
The policy promotes the creation of products and services based on data
sharing, generating new revenue streams.

= Technical and Legal Security:
The PNED will promote an institutional framework to ensure greater legal
certainty, as well as to define technical standards for data sharing.



Open Industry Brazil

The Open Industry initiative integrates Brazil into the global data economy,
fostering a data-driven culture to enhance industrial value, competitiveness,
and sustainability through secure sharing.

Working Groups
——* Agriculture
DATA SPACES
— Manufacturing

Use cases

{-Open Industry . G

Business models

Participants

— Energy
Governance

— Health
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Thank you!

ELDORADO Institute
mateus.plerre@eldorado.org.br




