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1. International Data Research and Collaboration Institute (IDRI) in Korea

2. Deployment Strategies of Data Ecosystem in Korea
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Technical Collaboration Issues on Data Ecosystem
(extracted from Technical Paper I'TU-T YSTP.Datalnfra-Web3: “Trustworthy data infrastructure for emerging Web)




Data Spaces Symposium

International Data Research and Collaboration Institute (IDRI) in Korea

® International Data Research and Cooperation Organization Promotion Committee

(2025. 1-7)

e Establish a foundation for national data research collaboration through the
participation of stakeholders from various data fields (domains)

 Ensuring interoperability and supporting market participation through the
adoption and application of data standards

e Collaboration with the European Union's Gaia—X, the EU Data Space Support
Centre (DSSC), and the International Data Space Association (IDSA)

® Gaia—X Hub Korea Agreement Ceremony (2025. 11. 25)

 Actively participate to enhance global interoperability and foster a data sharin;
ecosystem.
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International Data Research and Collaboration Institutes (IDRI) in Korea

® Objectives
* International Data Research and Collaboration (Gaia—X Hub)
— Supporting the development of Korea's data ecosystem through sustained exchange and
collaboration with the EU data ecosystem
= International Data Standardization
— Ensure domestic experts can participate in the international data standardization process
= Data Space Activities
— Supporting the establishment of data spaces within Korea's data ecosystem and fostering
expert communities
= [nternational Data Interoperability
— Support domestic data companies to design and implement products, solutions, and
services appropriate for international data interoperability
= Data Policy and Monitoring
— Policy coordination including opinion and various regulations and requirements
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IDRI Korea : Subcommittees of Data Space

Class Contents Class

Contents
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® Supply Status
= More than 60% of domestic data centers are concentrated in the metropolitan area

= Regional Clusters is accelerating due to power supply and regulatory issues
- Gangwon (Chuncheon): Water-cooled cooling utilizing the cool climate (Naver Chuncheon, etc.)
- Jeollanam-do (Haenam): Building an RE100 data center complex directly supplied with large-scale renewable energy through the
'SolarSido' project
- Gyeongbuk (Pohang): Promoting a data center specialized complex linked to the secondary battery and steel industries

® Domestic Data Center Markets (More than 200 data centers)
= Big Cloud Service Providers: Naver, Kakao
= Telecommunication Service Providers: SK Broadband, KT, LGU+
= Other Industries (Construction, Finance, Global): GS E&C, Hanwha, Equinix, Digital Reality, etc.

® Key Strategies for data center in Korea
= Power Independence: By having data centers consume local surplus power (solar, wind, etc.) which imple
“Special Act on Activation of Distributed Energy”
= Security and Reliability: After the Kakao data center fire, data centers are managed as "national core
infrastructure" and disaster response and backup systems are mandatory
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® Data Sovereignty (Ownership and License) for digital assets
* (Guarantee data ownership/copyright and verify authentication for transactions according to
DAO philosophy
= Secure Storage (Digital Wallet and Digital Vault)

® Safe and Secure Transactions based on Distributed Ledger Technology (DLT)
= New Apps or New User Interface for digital asset transactions
» Digital asset transaction including software/algorithm, know-hows, new application for games,
education, sports, etc.
* Blocking fraud and illegal materials

® Open Innovation for Future Web 3.0
* Maximize existing Web and on-line trading, etc.
" Add digital asset transaction environment
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® Evolution toward AI World

" (network) Al-enabled wireline/wireless network
* (platform) Decentralized Al platforms via Al agents
* (trading) Al-based automated transaction to satisfy regulations

® Market-oriented and User-acceptable trading platform
» Based on user behavior and preferences, all technologies and platform are optional
» Aware of viral marketing effect with rapid user response
" Registration/Membership-based approaches
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® Trust-based Digital Trading Model
" Could not join Data Market without Trust
* Trust-based Autonomous Ecosystem
= Trust level determines the contract terms, such as transaction amount/volume,
contents, limits, etc.
» Trade-offs between privacy and legal inspection

® Initially Zero Trust-based Transaction
» Based on history of past transaction
* Allow a way to cancel or withdraw transaction or refund
* But, needed to foster early market such as post-regulation principle
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® Decentralized Finance (DeFi) Applications

- Disintermediate finance by operating 1n a decentralized environment

® Tokenized Real-World Assets (RWASs) Applications
- Real Estate, Art and Collectibles

® Supply Chain Management Applications

- Track and Trace, Provenance Verification

® [dentity and Credential Verification Applications
- Self-Sovereign Identity, Secure Credential Sharing

® Corporate Actions and Capital Markets Applications

- Tokenized Securities, Dividend Payments, Voting
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® Decentralized Autonomous Organizations (DAQOs) Applications
- Collective Decision-Making, Community-Driven Projects, DAO-Powered Worlds

® Applications for Decentralized Social Networking Services
- Social Tokens, NFT-Based Content, Creator Economy Platforms
® Gaming Applications
- In-Game Economies, NFT-Based Items, Play-to-Earn Models, Tokenized In-Game
Currencies

® Metaverse and Virtual Experiences Applications

- Virtual Land Ownership, Token-Based Access, Metaverse Integration, Virtual
Events, Virtual Experiences, Virtual Advertising




(Appendix)
Technical Collaboration Issues on Data Ecosystem

(extracted from Technical Paper ITU-T YSTP.Datalnfra-Web3:
“Trustworthy data infrastructure for emerging Web)



Key Issues for Data Ecosystem - 1

. Identification of Digital Assets

- Compatible with existing ID mechanisms (e.g., URL, Email, SNS, E.164, GS1, ISBN, ISSN, etc.)

- ID creation and naming of digital assets
- Human customs or habits such as people’s name, dog nickname, etc.
- KYC (Know Your Customer) based 1dentity verification to prevent Sybil Attack

- DAO-based Public/Private Repository for ID provisioning
- Distributed under the guidance of global neutral organization
- Similar to the registration process of existing product or patents

- Open to public for digital assets registered in Public Repository
. Confidential and secret materials cannot be registered in public repositories (private p2p trading are out of
scope !)
- Protect privacy
- Prevent fraud and 1llegal behaviors



Key Issues for Data Ecosystem - 2

. New Business Model for Digital Assets

- Depending on types of digital assets (e.g., digital file, audio/video, software, 1dea, know-how,
physical product, and its combinations)

- Depending on trading model (e.g., license only without transfer of ownership, conditional
contracts with usage period and limit, and privacy/legal terms, etc.)

- Depending on types of Digital Wallet and Storage/Repository

- Depending on emerging technologies and new platform (e.g., entertainment, education,
medical/health, sport, new SNS, etc.)

- Variance or extension of existing DLT/Blockchain technologies

- Compatibility of existing on-/off-line trading models
- Evolution toward collective AI model for sharing and trading
-  Embraces new types of auction, bidding, voting, and consensus

International Data Research and Collaboration Institutes (IDRI) in Korea 15



1D Provisioning for Digital Assets

. Two types of Identification for Digital Assets
- Person/Organization Identity
. e.g., personal 1dentification numbers, social security numbers, and company number, etc.
- Digital Object Identifiers
- ¢€.g., bank accounts, email address, SNS/SMS IDs, token/coupon IDs, and company/community IDs

. Physical products like building, cars, electric appliances, book, digital files, and audio/video materials,

etc.
(note) existing products are identified by their own identification mechanism such as E.164, SNS/SMS, Email, ISBN/ISSN, and GSI.

. Verification and Authentication of Digital Identities
- Trust of randomly created IDs is important (that 1s, who trusts such IDs)
- When a person creates multiple IDs, avoiding Sybil Attacks may require KYC (Know Your Customer)
- Decentralized Identifier (DID) can protect Privacy, But how to recover IDs while losing




1D Management

. KYC (Know Your Customer) for user registration
- ID verification, Facial recognition, Biometric authentication (e.g., fingerprints, iris scans), etc.

. Metadata structure for ID modeling
- Easy to find and classify categories, format, syntax, schema, etc.

. Multi-Factor Authentication
- Two-Factor Authentication (2FA), Hardware Security Modules

. Role Based Access Control (RBAC)

- Access control according to the user's responsibilities and authority

. De-identification of ID (DID: Decentralized Identity)

- Actual owner of ID are not disclosed to the public



Digital Asset Management

. Ownership and Metadata Management

- Dagital ledger technology immutably records ownership information (name, description, creation
date, size, format, and keywords, etc.)

. Version Management

- When the content of the digital asset is changed/updated or if digital assets are used in multiple
locations

. Watermark and Digital Signature
- Prevent counterfeiting or unauthorized duplication

. Digital Wallet

- Decentralized storage and on-chain/off-chain digital wallets
- Redundant storage 1s required to prevent the loss of digital assets
- Strong security mechanisms to protect against hacking and theft



Digital Rights Management (DRM) - 1
-Standard Activities

. Content Ownership and Provenance

- Example: A musician can use blockchain to record the creation date, copyright information,
and ownership of a song. This can be used to prove the musician's rights 1f the song 1s
illegally distributed

. Licensing and Royalty Payments

- Example: A content creator can use a blockchain-based platform to license their work to a
streaming service. The licensing agreement and royalty payments can be automated using
smart contracts

. Anti-Piracy and Counterfeit Detection

- Example: A movie studio can use blockchain to track the distribution of their films and
1dentify any unauthorized copies. This can help them take legal action against pirates



Digital Rights Management (DRM) - 2
-Standard Activities

. Content Authenticity and Verification

- Example: A news organization can use blockchain to verify the authenticity of news articles
and prevent the spread of fake news

. Supply Chain Transparency

- Example: A video game publisher can use blockchain to track the distribution of their games
and ensure that they are not being sold illegally

. Decentralized Content Distribution

- Example: A content creator can use a decentralized content distribution network to distribute
their work directly to consumers, bypassing intermediaries



Digital Rights Management (DRM) - 3
-Standard Activities

. Content Security Policy (CSP)

- restrict the resources that a web page can load, helping to prevent unauthorized access to
copyrighted content

. Web Cryptography API

- provides a standard way for web applications to perform cryptographic operations, such as
encryption and decryption

. WebAssembly

- run high-performance applications in web browsers

. Web Components
- create reusable UI components for digital content delivery and consumption



Digital Asset Management (DAM) - 1
- Standard Activities

. Asset Ownership and Provenance

- Example: A digital art gallery can use blockchain to track the ownership history of a piece of
art, ensuring authenticity and preventing counterfeiting

. Rights Management and Licensing

- Example: A photographer can use blockchain to license their images, specifying usage rights
and royalty rates. Smart contracts can automatically enforce these terms and distribute
payments

. Asset Tracking and Traceability

- Example: A luxury goods manufacturer can use blockchain to track the journey of their
products from production to the consumer, ensuring authenticity and preventing
counterfeiting



Digital Asset Management (DAM) - 2
- Standard Activities

. Asset Tokenization

- Example: A real estate investment trust (REIT) can tokenize a property, allowing investors to
purchase fractional shares and benefit from potential returns

. Anti-Counterfeiting and Authentication

- Example: A luxury watch manufacturer can use blockchain to authenticate each watch,
ensuring that it 1s genuine and has not been tampered with

. Decentralized Data Storage

- Example: A media company can use a decentralized storage network to store their digital
assets, ensuring data security and redundancy



Trading Management

. Transparent management of transaction records using distributed ledger
technology
- Creation, modification, update, deletion, and transfer of digital assets must be recorded
- Transaction records must be transparently disclosed
. License tracking of digital asset contracts
- Monitor compliance with license terms
- Dagital rights management (DRM) control access to licensed digital assets
. Fee calculation and payment linkage
- Automated by using smart contracts, not anti-money laundering (AML)
. Detection and notification of trading violations
- Monitor whether there are any violations of transaction rules



Security Management

. Encryption algorithms and key management system
- Use multiple security algorithms with some level of operator intervention
- Consider CAPEX/OPEX cost of security mechanisms
. Regular security audits and vulnerability remediation
- Block malicious attacks by hackers
- Install the appropriate security solution according to security level
. Backup system to protect against DDoS attacks
- Filtered out based on patterns and anomalies
- Ensure regularly recovery plans or store 1n offsite storage



Data applications for
Decentralized Finance (DeFi)

. Decentralized finance by using dApps, smart contracts, and open-source protocols

- Benefits like lower fees, faster transactions, reduced counterparty risk, increased transparency,
and greater user control

. Enables P2P lending, provides compensation for agricultural losses due to climate
change

. Offers decentralized insurance for digital asset transactions.




Data applications for
Tokenized Real-World Assets (RWASs)

. Improves existing transaction methods for assets like real estate, cars, art, and

commodities through tokenization

- Benefits include fractional ownership, increased liquidity, transparency, and reduced
transaction costs

. Examples:
- Real Estate: Fractional ownership of properties, easier fundraising for large-scale
infrastructure projects
- Art and Collectibles: Joint ownership, new revenue streams for artists through NFTs,
provenance verification
- Commodities: Shared ownership and easier trading of commodities like gold and oil



Data applications for
Supply Chain Management

. Enhances transparency, traceability, and efficiency in supply chains

. Examples:

- Track and Trace: Real-time monitoring of goods and digital assets throughout the supply
chain

- Provenance Verification: Verifying the authenticity and origin of products

- Smart Contracts for Payments: Automating payments upon fulfillment of predefined
conditions
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Data applications for
Identity and Credential Verification

. G1ves users greater control over their digital identities and credentials

. Examples:

- Self-Sovereign Identity (SSI): Users control their data and selectively share verified
credentials

- Secure Credential Sharing: Organizations can verify credentials without accessing
personal data



Data applications for
Corporate Actions and Capital Markets

. Modernizes and improves efficiency through automation, transparency, and security

. Examples:

- Tokenized Securities: Fractional ownership, increased liquidity, automated compliance,
faster settlement

- Dividend Payments: Automated distribution of dividends to token holders
- Shareholder Voting: Secure and transparent voting process recorded on the blockchain
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Data applications for
Decentralized Autonomous Organizations (DAOQOs)

. Provide a new way to organize and manage organizations, projects, and virtual worlds
- Key features: decentralization, smart contract-based rules, transparency, community
governance
. Examples:
- Collective Decision-Making: Decentralized Governance through proposals and voting

- Community-Driven Projects: Funding and managing projects through community
contributions

- DAO-Powered Worlds: Community Governance of virtual worlds



Data applications for
Decentralized Social Networking Services

. Empowers creators and gives users control over their data and digital assets

. Examples:
- Social Tokens: Influencers create tokens for fan engagement and investment

- NFT-Based Content: Tokenizing content for verifiable ownership and trading
- Creator Economy Platforms: Direct monetization through tips, subscriptions, and
merchandise sales



Data applications for
Gaming (GameFi)

. G1ves players ownership of in-game assets and creates real-world value

. Examples:
- In-Game Economies: Trading of in-game items as digital assets
- NFT-Based Items: Unique and tradable in-game 1tems represented by NFTs
- Play-to-Earn Models: Earning cryptocurrency through gameplay
- Tokenized In-Game Currencies: Interoperable currencies across multiple games



Data applications for
Metaverse and Virtual Experiences

. Creates interconnected and economically viable virtual worlds

. Examples:
- Virtual Land Ownership: Buying, developing, and monetizing virtual land
- Token-Based Access: Exclusive access to areas or events through token ownership
- Metaverse Integration: Using in-game assets across different virtual worlds
- Virtual Events: Hosting and ticketing virtual events using NFT's
- Virtual Experiences: Creating and selling immersive virtual experiences

- Virtual Advertising: Brands advertising within virtual worlds
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