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Evolution of Data Space Connector concept

= The concept of Data Space Connector has evolved to
match the idea of an integrated suite of components
every organization participating in a data space should
deploy to “connect” to the data space

= These components would be deployed and configured in
controlled environments (e.g., a Kubernetes cluster) and
implement a number of services which may be required
for an organization to connect in its role as provider of
data services, consumer of data services

or both:
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Technology Building Blocks

= The concept of Data Space Connector in IDS RAM 4.0
has evolved to support this vision
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https://github.com/International-Data-Spaces-Association/IDS-RAM_4_0/blob/main/documentation/3_Layers_of_the_Reference_Architecture_Model/3_5_System_Layer/3_5_2_IDS_Connector.md#ids-connector-functionalities

DSBA Technical Convergence version 2.0

=  The DSBA Technical Convergence (TC) delivers a Minimum
Viable Framework (MVF) enabling the creation of data spaces

= This MVF is based on the convergence of existing
architectures and models, leveraging each other’s efforts on
specifications and implementations.

= A new edition of the DSBA TC (version 2.0) was released on
April 21st - Major highlights

» Description of common vision and conceptual model

» ldentification of major standards per technology pillar and
specifications of how they get integrated

= Some initiatives committed to follow DSBA technical
recommendations (others welcome to do the same!):

« FIWARE Data Space Connector
 ISHARE Trust Framework

« DOME project under Digital Europe Programme
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Technology Building Blocks for Data Spaces
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MATERIALIZING DATA SPACES REQUIRES TO
TAKE OPTIONS AND ADOPT A MINIMUM BUT
ENOUGH SET OF TECHNOLOGY STANDARDS

@ FIWARE

4



Data interoperability
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= Providers of data products within data spaces must be able to offer 3 ‘ ?Il?:aﬁon .
data services at well defined endpoints knowing that customers, TR
unknown by them a priori, will know how to consume their data ® - o ‘
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- This means that all participants in data spaces should ‘speak the o B
same language’, addressing interoperability 1= 5= W (Digital Twins) * ToDalist

at several levels (see ISO/IEC 21823-1):

« transport and syntactic level - common APls
« semantic level - common data models/vocabularies

= DSBA proposes NGSI-LD for transfer of digital twin data and f "%+ Location j ; * Location
Dataspace Connector Protocols for the Control of data transfer " e o Ptsencer U Re

® Driver 5211‘,‘. ; . Issuer‘ '
= Adoption of common data models is encouraged and there are TS HITE g N 7DesqETE
multiple references that may consider (ISO/IEC CIM for Energy,

SAREF, ...) - the Smart Data Models initiative brings a hub that

solves how different data models are mapped into JSON, JSON-LD [ oy ) Pty
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and other data serialization formats g
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= |In some data spaces, it may be necessary to make the data sharing
process observable - to be addressed in future versions A
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https://www.etsi.org/committee/cim
https://smartdatamodels.org/

Data sovereignty and trust

= Any data space requires a Trust Framework bringing

* Mechanisms for verifying legal identity
* Mechanisms for verifying compliance with data space participation rules
* Mechanisms for verifying trustworthiness of credential issuers

= On the other hand, it requires a decentralized Identity and
Authorization Management (IAM) framework through which manage
authentication and the enforcement of access/usage policies

¢ openip

=  Decentralized IM based on latest W3C and OIDC standards: 8

= DSBA proposes a decentralized Trust framework compatible with the
EU Digital ID Wallet Architecture and EBSI

« W3C DID (Decentralized Identifiers), Verifiable Credentials (VC)
* Verifiable Credentials Issuance Protocols: OIDC4VCI
« Self-Issued OpenlID Provider: SIOPv2

ebsi

European Blockchain

 Verifiable Credentials Exchange Protocols: OIDC4VP N R
LD Demosses | st s ||
= Authorization framework following PEP-PDP-PIP and PRP/PAP s |[E= oo |
architecture for ABAC (attributes < claims in VCs), and adopting 2 | |B F——

ODRL as Policy Definition Language . S—



https://digital-strategy.ec.europa.eu/en/library/european-digital-identity-wallet-architecture-and-reference-framework
https://ec.europa.eu/digital-building-blocks/wikis/display/EBSIDOC/
https://www.w3.org/TR/did-core/
https://www.w3.org/TR/vc-data-model/
https://openid.net/specs/openid-4-verifiable-credential-issuance-1_0.html
https://openid.net/specs/openid-connect-self-issued-v2-1_0.html
https://openid.net/specs/openid-connect-4-verifiable-presentations-1_0-08.html

Data value creation

= Creating value out of data based on data sharing is the ultimate
goal in data spaces.This follows basically the steps to:

e Describe data, services, resources, products, offerings in an
interoperable manner

e Include data and service publication services to discover offerings
facilitating connection of providers and consumers ST

e Support contract negotiation peer-to-peer or through value—added Management AP! EALIRg G5!
services such as marketplaces

Product Product
Definition Offering

= Providers will be able to self-issue Verifiable Credentials linked to

descriptions of their products/services/resources/data — goal is to w ]
. . . . roduct sage o
align on common specifications for future editions Ordering AP Management API Billng AP

= Descriptions will be available through catalogs at connector level Product product Billing Invoice

. Ordering/Activation Usage &Mediation
(supporting DCAT v3) or at data space level (Metadata Brokers or
Marketplaces)
e o o G
= TM Forum APIs bring the basis for managing offerings and support B | [G | [l
contract negotiation via marketplaces — to be supported in DOME, Ry | =R | =

goal is to align on how to support them at connector level JT— Py | Fomr——r—
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https://www.w3.org/TR/vocab-dcat-3/
https://www.tmforum.org/oda/open-apis/table
https://dome-marketplace.eu/

Compliance of Data Space Connectors with DSBA

recommendations

= Aligning with DSBA TC recommendations have
several implications:

Interface with Trust Services should align with EBSI
specifications (DID-Registry, Trusted-Issuers-Registry APIs
but extended to support authentication based on VCs)

Authentication should be based on W3C DID + VC/VP
standards and SIOPv2/OIDC4VP protocols and implement
the interface to trust services

Authorization should implement a P*P architecture
implementing ABAC using ODRL as policy language

IDS Dataspace Protocols considered a relevant input

Compatibility with NGSI-LD as data exchange API

= How to implement Contract Management is under
analysis since there are two approaches to reconcile:

In principle, TM Forum APIs would be a good candidate for
Contract Management API

There has been some initial work in IDS RAM 4.0
regarding specification of a Contract Management protocol

Reconciliation is required
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FIWARE Data Space Connector

= Afirst release of FIWARE Data Space Connector components together https://github.com/FIWARE/data-space-connector
with recipes for deployment was released September 2023 combining
components already aligning with DSBA TC recommendations: o . ™

Dataspace Connector Participant

« Context Broker technology for Data Exchange/Transfer

* Trust and IAM components implementing W3C DID + VC/VP standards,

SIOPv2/0OIDCA4VP protocols and interface to trust services based on EBSI o
APIs (DID-registry, Trusted Issuers Registry)
«  BAE modules implementing TM Forum APIs for contract negotiation
= For future releases, following modules will be incorporated: T o
« Personal Data Consent Management modules (based on CaPE product
from Engineering). Rt
« Idra product from Engineering as DCAT-compliant data resources catalog — T
function for Metadata Management — aligning with IDS Dataspace Protocol e
« Transfer Control Protocol — aligning with IDS Dataspace Protocol ot samo
* logging modules based on either BAE/marketplace functions for logging or, o - /
if we want to rely on blockchain, Canis Major (T develped under Trut o b adce 1o FWARE Catalogue
() developed under i4Trust, to be added to FIWARE Catalogue
= The FIWARE Data Space Connector is the best aligned with DSBA e
recommendations available in the market @ FIWARE
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Thank you!

Dr. Dennis Wendland
Technical Lead & Architect
FIWARE Foundation
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Data Spaces Business Alliance (DSBA): joining forces

BDVA, FIWARE, GAIA-X and IDSA launched
the Data Spaces Business Alliance (DSBA)
to accelerate Business Transformation in
the Data Economy (Sep 2314, 2021)

+ One voice and a common framework to make
interoperable Data Spaces happen;

- Together, the Alliance’s founding organisations
represent 1,000+ leading key industry players;

+ With its combined cross-industry expertise,
resources and know-how, the Alliance drives
awareness and rely on more than 100 Hubs for
dissemination

- Technical Convergence discussions towards
common reference technology framework for
creation of Data Spaces:

o Agile approach based on delivery of subsequent
versions of a Minimum Viable Framework (MVF)
specification where we do not only identify standards
and target components but how to integrate them

o  Once alignment on relevant topics within several of the
ongoing workstreams is achieved, the publication of a
new version of the DSBA Technology Convergence
document will be published to incentivize development of
compliant implementations

) BDV i
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Data Spfwes Data Space Data Space Data Space Operations
« | Funnelling / Roll-out Handboolks Deployment + Support to create allthe elements
lan and process ) needed for roll-out a Data Space, Not
g p p = Create handbooks Sun;ﬁuouﬁ knowledge transfer to the data only the technical, but organisational,
5 Coordinate the evolution of the most *  Make use of use case template pa skills, etc, etc. o
) promising data spaces, and use case playbooks +  Enable consortia to grow and realize the +  Handbook of intra-organisational and
a ) . +  Individual plans per data data space inter-organisational aspects
9 +  Group lihe lgﬂ;thause m;hatwes s.r:(d space, coherent to a common + Network of experts / mobilise talent . Gaver'nm?. body and operating
_ );z?;n sljxl«'z‘éqes ?ngz?t?::s o afrontrunner framework +  What value will you find in the company(ies)
. o . .
*+  Map similar initiatives in different MS, harlmzré:zed model? Transition stories for
and match-making. early adopters
= .
S Radar and Maturity Assessment 0
'E Retrieve information on data space endeavours / Scout promising and mature endeavours
g Identify Lighthouses and best practises / Benchmarking
Standards Regulation || Technology Roadmap Disruption and Innovation || Data Space
+  How do we bring disruption and s
Egg *  Influence standards *  Understand, and Strategy innovation into the em:;mms? j'Ed;zcanon desi )
v (European and Global + influence, +  Map technologies on timeline bator / Testbeds / Experi ata fpace.; Pe;{lgner : Ie"g'"ee"’
> 'g standards) + Implement +  Identify challenges and gaps +  Scientific reflection on the evolution of . ;gzr_‘a_or a:d d profile !
§ 5 . ﬁ:r_ldurds landscape . ggw—::lf_e +  Derive technology roadmap the framework cou:::g and ecaseational
. isons . mpliance . i .
Eb'ategltc Agendu‘ -- Network of research experts + General Awareness Programme
Common

Framework

Data Space Framework

+  Minimum set of requirements (operate,
interoperate, comply, get value,...)

= Common set of rules and design principles,

based on existing frameworks

Reference
Technology Framework

Common voice

+  SWintegration of components
« Integration of existing solutions
*  Map technologies to process

*  Mission and Vision
*  Joint plan

HUBs o
Map

Coordinate
Collaborate
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https://data-spaces-business-alliance.eu/
https://data-spaces-business-alliance.eu/wp-content/uploads/dlm_uploads/Data-Spaces-Business-Alliance-Technical-Convergence-V2.pdf
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